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Abstract 

The age of technology ensures that user data is distributed among various organizations 

with the consent of the user. However, there are serious concerns about the usage and sharing of 

personal information. While users may give their consent on the collection of their data, they do 

not consider how that data can be used. This leads to a situation where user data can be 

exploited. This also raises questions about the rights of users and the responsibilities of the 

organizations to inform the users of the possible implications of the collected data. Furthermore, 

there is evidence that data collection has led to a serious threat to democracy with meddling in 

the Brexit and the U.S. Presidential elections.  



DATA COLLECTION 3 

Dangers of Data Collection: Is it a threat to Privacy and Democracy? 

In this modern age of technology, life has become far easier due to access to a wide array 

of information that can be readily found on the internet. The technological devices that have 

become an integral part of the daily lives of humans are used to connect the world, especially 

with the help of social media. While these advancements have brought on a great many benefits, 

recent years have shown the world a dark and almost sinister side of technology that is linked to 

personal data collection. For the past two decades, corporate retailers, social media, online 

services, and government surveillance agencies have managed to collect plenty of data on the 

personal lives of individuals. This data is in the hands of organizations that could choose to share 

it with third parties for whatever reason they deem necessary. This means that the privacy of 

people is at a risk due to the collection of personal data. This paper discusses this threat in terms 

of AI data collection and predictive analytics and focuses on what it would mean for democracy 

as a whole. 

Predictive Analytics 

Predictive analytics is a process where data is collected, mostly through AI data 

collection, and an assortment of techniques including machine learning, data mining, and 

predictive modeling is used to analyze said data. The analysis includes past and present events 

and with this new knowledge, prediction becomes possible (Seigel, 2013, pg. 4). The 

phenomenon of predictive analytics is thoroughly explained in Jens-Erik Mai’s article “Big Data 

Privacy: The Datafication of Personal Information”. Mai relays the story of a young girl who had 

received the coupons of maternity products in her mail from Target (Mai, 2016, pg. 192). When 

the father went to the store to complain about this supposed mismanagement, he finds out that 

his daughter is actually pregnant: information which was known to Target before the daughter’s 
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father. It was later revealed that Target had kept a record of the daughter’s purchase history. This 

data was analyzed and a prediction of pregnancy was established. So, this daughter was placed 

under the category of “maternity” and was automatically offered deals and discounts on those 

products. 

The question of whether or not the privacy of the daughter was breached arose as the 

news of this incident became viral. On one hand, the information used by Target was volunteered 

by the company by the daughter. This most likely occurred when she agreed to the “Terms and 

Conditions” section of the website. She also had the ability to control the flow of information to 

the organization but chose not to do so. This may have occurred because she did not know such a 

feature existed or because she did not consider the implications of volunteering personal data so 

openly. This is the case with most of the users nowadays. They do not realize the consequences 

of their actions when the press the “I agree” button on a website. 

Models of Privacy 

In his article, Mai sheds some light on the pre-existing models of privacy and how they 

work. The two current models are known as the surveillance model and the capture model. The 

surveillance model is based on the assumption that the collection of data does not have any effect 

on the inert watching of said data. That is to say that the model accepts that the data is simply the 

reflection of one’s reality. 

The capture model claims the opposite and proposes that the simple act of capturing data 

has a direct impact on people. According to this model, technology is responsible for the change 

in one’s social activity, and capturing information deviates the manner in which these 

interactions occur via the use of technology. Hence, unlike the surveillance model, the capture 

model does not consider the collected data to be a reality rather it only considers it to be a 
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simplified version of it. Both of these models focus on the collection of data (Mai, 2016, pg. 

198). 

Mai proposes a new model which he calls the datafication model. This model differs from 

the above-mentioned ones as it focuses on what happens after the data is collected i.e. “data 

processing and analytics” (Mai, 2016, pg. 198). This leads to concerns on whether or not a user 

has a full understanding of their rights when they are handing over their personal information to 

different agencies. Most of the individuals who partake in online activities do not have a clue on 

how this information can be used yet there has been no initiative by organizations to inform the 

user of these implications. 

The case discussed in Mai’s article comes to mind wherein a user handed over her 

information, thereby trusting Target with her secrets, only to be exposed in front of her father. In 

this case, the capture model has proven to be true as data collection will surely change the 

manner in which the daughter interacts. Organizations that collect mass data have an ethical 

responsibility to underline the implications of the usage of the data they are collecting. The lines 

between consent and duping become seriously blurred at this junction. 

Implications 

While there are cases where society believes that they can reap all the benefits by the 

collection of data of by using artificial intelligence such as the case with law enforcement 

agencies (Automated Threat Detection and the Future of Policing, 2019), there are serious 

implications of these processes that threaten not just the privacy of an individual but also the 

democracies of the world. the collection and usage of data through AI goes beyond the simple 

and ordinary scope of marketing. The problems faced by the users due to the violation of their 

privacies are certainly shocking and significant but they pale in contrast to the threat that is faced 



DATA COLLECTION 6 

by the global democracy that is depicted in the documentary “The Great Hack”. This 

documentary provides an astonishing account of how data sharing and predictive analytics lead 

to a company meddling in first the Brexit and then the 2016 Presidential Elections of the United 

States of America. 

The documentary explores Cambridge Analytica which is a political consulting firm 

based on the UK. Cambridge Analytica partnered up with Ted Cruz to help him win the 

Republican nomination for the 2016 elections. To achieve this purpose, this organization used 

Facebook as a means to an end (Davies, 2015). Data points were collected on individuals in 

order to ensure political-voter surveillance. Later, the same techniques were used in favor of 

Donald Trump. Investigations were conducted in regard to data mining, and the emergence of 

whistle-blower accounts acted as evidence for the impact of Cambridge Analytica on Brexit. 

This issue became a scandal on social media and lead to Mark Zuckerberg appearing 

before a special committee in the U.S. however, this does nothing to erase the seriousness of the 

situation the world has found itself in. It is obvious the no information presented online is safe 

from being divulged. Furthermore, an individual’s private information is used not just for the 

purposes of gaining profit but to influence the very course of history as is apparent with Brexit 

and the U.S. elections.  

Transparency and Privacy in Data Collection 

Now that user data is on the internet and in the databases of huge corporate organizations, 

it is impossible to get it back. Furthermore, the agreements signed with such organizations ensure 

that any data provided was given with free will and good consent. Therefore, this removes the 

possibility of the erasure of personal data from public profiles. It is also nearly impossible to put 

an end to the collection of data in the technological world of this day. The sharing of data, 
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whether it is personal or not, has become essential for the very survival of the human species. 

Nowadays, personal information is shared for the purposes of education, health care, access to 

online services, and research among many others. If one were to try to stop the collection of data 

then that would mean putting a halt to all the above-mentioned activities, which is not possible. 

Hence, the only possibility that remains is transparency in the usage of personal data. 

After the revelation of such scandals, users became far more interested in who they were 

sharing their data with and how that data might be used in the future. The most important 

question was regarding the sharing of personal information with third parties. The ENP 

Newswire article “Research Shows Consumers Warming to AI but Want More Transparency, 

Data Privacy, and Human-Like Touch” discusses a global study that had been conducted by 

Pegasystems Inc. 

The survey was conducted across six countries with around 6,000 participants. Out of 

these 6,000 people, nearly 4,200 said that they not against solutions provided by AI. This number 

equates to 70% of the participants. Around 40% of these 6,000 participants also agreed on the 

statement that AI is most likely to improve customer experience even further. However, concerns 

over transparency and data privacy were clear with 88% people demanding transparency and 

73% of the people unwilling to hand over data just for the ease of an AI experience (Research 

Shows Consumers Warming to AI but Want More Transparency, Data Privacy, and Human-like 

Touch, 2018). 

No Threat to Privacy 

There have been claims that that deny the threat that comes with data collection (Watch 

Top U.S. Intelligence Officials Repeatedly Deny NSA Spying On Americans Over The Last Year 

(Videos), 2013). Their arguments range from how data collection is no threat at all to how data 
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collection and AI are not being used in the manner the public thinks they are. Nevertheless, these 

individuals chose to deny a serious threat to global democracy. Most of these people hail from 

either law enforcement or government agencies. As such, these groups are a part of the network 

that ensures the widescale surveillance of ordinary citizens. The example of the NSA comes to 

my mind. The NSA is a humongous governmental organization that most certainly has the ability 

to access the very personal data of millions of people. They could easily tap into the device of 

any particular individual and extract the information they need. While these claims had been 

denied previously (Watch Top U.S. Intelligence Officials Repeatedly Deny NSA Spying On 

Americans Over The Last Year (Videos), 2013), Edward Snowden’s whistle-blowing act shattered 

the lies of the NSA by providing information of mass surveillance. 

Conclusion 

Data collection is not only a threat to privacy but also to global democracy. The use of 

techniques such as AI data collection, which lead to predictive analytics, is a blatant violation of 

an individual’s privacy as a user did not consent to data manipulation. Most users are unaware of 

the consequences of handing data over to organizations. Organizations have an ethical 

responsibility to inform users about the usage of personal data and the penalties of collection. 

Data collection has been used to influence elections which makes it a glaring threat to 

democracy. While data collection cannot be stopped, transparency and privacy can be 

maintained. Opponents of this argument are mostly individuals belonging to agencies that 

conduct surveillance and are hence part of the system. Their arguments are invalid as their 

previous claims have proved to be lies. Hence, data collection poses a serious threat both in 

terms of privacy and democracy. 
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